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Llenn u 3apgaum gUcUUNANHbI

Lenb gucumnnamvHbl

Uenblo npenogaBaHuA AUCUMNAMHBLI  ABAAeTcs cPopmmpoBaTb Yy
obyyatowmxcs  cUCTeMaTU3MPOBaHHLIM  noaxod K  obecnedeHuo
6e3onacHoro ¢yHKUMOHUPOBAHUA MHOOPMALMOHHbBIX CUCTEM Ha BCex
CTaAUAX }KU3HEHHOTO LUMKNa

3agaumn
ANCUNNNNHDI

K OCHOBHbIM 33Za4aM Kypca OTHOCATCA:

- M3y4YeHMe apXUTeKTypbl He3onacHocTu
B3aMMOZENCTBUA OTKPbITbIX cuctem (IMBOC/OSI);
- pacKpbiTMe ocobeHHOCTEN peann3aumnm CUCTEMbI 3aLLUTbl HGOPMaLMK
Kak ocHoBbl obecneyeHns UMb Ha Bcex CTaamax }KU3HeHHoro umkna UC;

- ¢opmupoBaHMe Yy obyyaemMbiXx LENOCTHOrO npeacTaBAeHUAa o
XapaKTepuCcTUKax M napameTtpax 6esonacHoctTn ¢yHKUMOHUpoBaHMA UC
opraHusaumm;

- u3y4yeHMe 6as30BbIX TexHonoru obecnedyeHns UHOOPMALMOHHOM
6e3onacHocCTu;

- MONy4YeHWEe HaABbIKOB PaLMOHANbHOrO BblbOpa CpeacTB M METo40B
3aWmnTbl MHPopmauuu B UC;

- MOJlyYeHME HaABbIKOB KOPMNOPATUBHOM 3aLLMTbI
BHYTPEHHUX Yrpo3.

3TaNIOHHOM moaenu

nHdopmaumm ot

MepeueHb NNaHMpPYEMbIX Pe3ynbTaToB 06yueHUA No AUCLUUNIUHE, COOTHECEHHbIX C
NAaHUPYEMbIMU pe3ynbTaTaMmu 0CBOEHUA 0b6pa3oBaTeibHOM Nporpammbl

KomnerteHuus MNK-7

CNOCOBHOCTbIO OCYLLLECTBAATL PaLMOHabHbIN BbIGOp cpeacTB obecrneyeHns MHPOPMALMOHHOM
6€30NacHOCTU TEeIEKOMMYHUKALMOHHbIX CUCTEM C Y4ETOM MPeabaABAseMbIX K HUM TpeboBaHui
KauyecTBa 06CNyXMBaHMA N KayecTBa PYHKLNMOHMPOBAHUSA

3HaeTt Ymeet Bnageet
- MPUHLMMbI NOCTPOEHUA U - BbIbpaTb TMN dM3mMyecKo - OCHOBHbIMW CTaHAAPTAMMW,
bYHKLMOHNPOBAHMA cpeabl Nnepefayn AaHHbIX B NPOTOKONaMM,
MHPOPMALMOHHBIX CUCTEM MNC, TexHONOIrMIO AOCTYNa; - nHTepdeiicamm UC; -
(UC), meToabl focTyna, TUNbI aHaNM3MpoBaTb CTaHAAPTDI, rOTOBHOCTbIO

dun3nYecko cpeabl nepeaadn
AaHHbIX B NC; - OCHOBHblE
CTAHAAPTbI, CTEKM
NPOTOKO/0B U MHTEpPdENCDHI,
ncnonbsyemblie B UC; -
ceTeBble OMepaunoHHbIe
cuctembl UC.

CTEKM NPOTOKOJIOB U
nHTepdelchl, UCMONb3YEMbIE
B UC; - opraHn30BbIBaTH U
noaAep*KMBaTb BbIMOJIHEHME
KoMnaekca mep no
MHPOPMALMOHHOM
6e3onacHocTn UC ¢ yyeTom
npeabABAAEMbIX K HUM
TpeboBaHM KayecTBa
06CNYKMBAHMA N KauecTBa
bYHKUMOHNPOBaHMA.

KOHUrypuposaHuma UC,
peanusaumnm ceTeBblxX
NPOTOKO/10B C MOMOLLbIO
NPorpammHbIX CPeACTB; -
CNocobHOCTbIO BbIOMpPaATL
MeTOoZbl U CpeacTBa
obecneyeHus
MHPOPMALMOHHOM
6e3onacHoctn UC.

KomnerteHuusa MK-9

CNOCcOBHOCTbIO Yy4acTBOBaTb B MPOBEAEHMM aTTeCTauUM TENEKOMMYHUKALMOHHbIX CUCTEM MO
TpeboBaHMAM 3aLWNUTbI MHGOPMALUN

3HaeT

\ Ymeet

Bnageet
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- TOTOBHOCTbIO BHEAPATDL

- OCHOBHbIE KOMMOHEHTbI
MHPOPMALMOHHbBIX CUCTEM
(AUC); - meToabl aHaNM3A U
NOCTPOEHMA 3aLMTHI
NIOKaNbHbIX BHYTPEHHUX U
pacnpeaeneHHbIX BHELIHUX
BbIYMC/INTE/IbHbBIX U
MHGOPMALMOHHBIX ceTeM
npeAnpuATUA; - OCHOBbI
NOCTPOEHMA CUCTEM 3aLMTbI
nHdopmauum B UC; -
NPUHUMMNbI aTTeCTaLUm
TENIEKOMMYHUKALMOHHBbIX
cuctem no TpeboBaHMAM
3aWnTbl MHPOPMaUUHK.

- 3¢ HEKTUBHO NCNONb30BaTb
pa3NIMyHble MeToAb! U
CpencTBa 3aWwmThl
nHoopmauymm B UC; -
MCNo/ab30BaTb BCTPOEHHbIE
BO3MOXHOCTU annapaTHbIX U
nporpammubix pecypcos UC
ana obecnevyeHun
MHbOPMALMOHHOWN
b6es3onacHocTy; -
OCYLLECTB/IATL PALMOHANbHbIN
BbIOOpP CpPeacTs n meToaos
3aWmnTbl MHPopmaumm B UC; -
y4acTBOBATb B NPOBEAEHUM

aTTecTaumm
TENEKOMMYHUKALMOHHbIX
cucTtem no TpeboBaHMAM

nporpaMmHo-annapaTtHble
cpeactsa obecneyeHusn
NHPOPMALMOHHOWN
6e3onacHoctn UC; -
COBPEMEHHbIMU METOAAMMU U
cpencTBamm 3aLmThbl
nHbopmauymm 8 UC; -
crnocobHoCTbIO BbibOpa
COBPEMEHHOro
TEIEKOMMYHWKALLMOHHOTO
obopyaoBaHuA 1 cpeacTs
3aWmnTbl MHPopmaummn UC; -
CNOCOBHOCTbLIO Y4acTBOBATh B
npoBeAeHnn aTTecTaymm
TENEKOMMYHUKALMOHHbIX
cucTem no TpeboBaHMAM

3alWmTbl MHGOPMaL UK.

3alWMTbl UHPOPMaL MK,

3aLMLLEHHOCTH

KomneTteHuusa NK-15

NHCTPYMEHTaIbHbIM

MOHUTOPUHT

CNocobHOCTbIO npoBoAnTb
TENEKOMMYHUKALMOHHbIX cucTem, obecneyeHnn Tpebyemoro Kayectsa ob6cnyKnMBaHumA
3HaeTt Ymeet Bnageet
- 3BOJIOUMIO Pa3BUTUA U - aHaNM3npoBaTb M OLEHMNBATb - FOTOBHOCTbIO
Knaccnoukaumto NC, yrpo3bl UHPOPMaALMOHHOM NPOrHo3npoBaTh,
PaHXMpPOBaTb,

OCHOBHbI€E TUMbl CETEBbIX
TONONOTUM; - BUAbLI U GOPMbI
MHbopmaumm, Hanbonee
noABep)KEHHOM yrpo3am B
MNC; - UICTOYHUKN U
KnaccudumKaumio yrpos
MHOOPMaLMOHHOM
besonacHoctn B UC; -
OCHOBHbI€E YA3BMMOCTH
TEXHOIOMUI N NPOrPaMMHO
annapaTHbIX KOMMNOHEHTOB
NUC; - TexHonorum, cpeacrea
MeToAbl obecnevyeHus
nHOOPMaLUMOHHOM
besonacHoctu UC; -
TpeboBaHMA K KayecTBy
obcnyKMBaHUA n
3awmueHHoctm UC.

6e3onacHocTun UC; -
OUEeHMBaTb YA3BMMOCTb
NPOTOKO/I0B U UHTEpPdENCcoB
UC; - onpeaenatb Buabl n
BO3MOMHble METO/bI U NMYyTU

aHaNM3a CTPYKTypbl U
coaeprkaHus

3a4a4 AeaTeNIbHOCTH

n
OL,eHNBATb APXUTEKTYPY

3awmueHHon UC n ee

MHOOPMALMOHHYIO
6e3onacHoCTb

npoBoAUTb
WHCTPYMEHTa/IbHbIN

peannsauunm yrpos Ha OCHoBe
MHPOPMALMOHHbIX NPOLLECCOB
B MC npegnpuatua, uenemn m
npeanpuaATUA; - BbIGUPaTb U
NoACUCTEM; - aHAIM3NPOBATb

dyHKUMOHUpOBaHMA UC; -

MOHWTOPUHT 3aLLULLEHHOCTH
NC, obecneyenmna Tpebyemoro
KayecTBa 06C/NyKMBaHUA.

aHanu3auposaTb yrpo3bl UC; -
YMEHMEM OLEHUBaTb YPOBHM
pucka UC; - cnocobHOCTbIO
onpezenatb Buabl n Gopmbl
nHpopmaumm,
NnoABEpPKEHHOM yrpo3am,
BMAbl U BOSMOXHble MeTOAbI
W NYTU peannsaumm yrpos Ha
OCHOBE aHa/IM3a CTPYKTYypbl U
CoAEpPKaHUA
MHOOPMALMOHHbIX NPOLLECCOB
B C npegnpuatua, uenemn u
3a/a4y AeATeNIbHOCTH
npeanpuAaTuA; -
MEeTOo[0/10Tneln aHann3a
3aLUMLLEHHOCTH
MHOOPMALMOHHOM CUCTEMDI; -
CNOCOBHOCTLIO BbIABAATD
TEHAEHUNN Pa3BUTUA
nHGOpPMaLMOHHOM
6e3onacHoctn UC; -
CNocobHOCTbIO NPOBOAUTL
WMHCTPYMEHTA/IbHbI M
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MOHWUTOPMHT 3aLLULLEHHOCTU
NC, obecneyeHunna Tpebyemoro
KauyecTBa 06CnyXKuMBaHMA.
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CTpYKTypa AUCLUNIUHDI

TemaTnuecKkuit nnaH

Ne HanmeHoBaHWe pa3genos AUCUUNAUHDI Lindp ¢0pMMpyevMbIX
n/n KOMNeTeHUM
1 MKC Kak cpepga Aana o6paboTtku, xpaHeHua u | MK-9
nepeaayun MHGopmauum
2 ApxuTekTypa 6esonacHoctn IMBOC MK-7
3 YA3BMMOCTHU, aTaKU N nocneacTsna atak Ha NKC MNK-15
4 MogenupoBaHue napameTpoB W Xapaktepuctuk | MK-15
6e3onacHoCTH
5 Cuctema 3awmtbl  MHPOpMaumMm  Kak  ocHoBsa | MK-9
6e3onacHoro pyHKUMoHupoBaHua UC
6 MogrotoBKka W npoxoxaeHue npomexyToyHou | MK-15, MK-7, NK-9
aTTecTtaumu
dopmMbl NPOMEKYTOUHOM aTTecTauum
3auet He npeaycmotpeH (O4Has popma 0byyeHus)
JK3ameH 8 cemecTp (OuyHasa dopma obyyeHusn)

KypcoBas pabota

He npeaycmoTpeHa (O4yHaa dopma obyyeHums)

KypcoBoi npoeKT

He npeaycmoTpeHa (OuyHaa dopma obyyeHums)
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TpyA0eMKOCTb AUCLUMINHDI

O6wmnit 06vem

B TOM Yyncne aygutopHaa KOHTaKTHaA pa60Ta

®opma (Tpysoemkoctb) | KoHTakTHaA obyudatolmxca ¢ npenoaasaTesiem, yac Kypcosa
Kypcbl | CemecTtpbl CamocTtonTesibHan paboTa 3ayet, | JK3ameH,
o6yquvm paboTa, yac CemunHapckue, na6 6 ( )
aborTa, yac OEKT), | cemec cemec
Yacos 3ET Bcero | Jlekuuu | npakTuyeckue aboparophbie pabora, 4 npoekT MecTp MecTp
3aHATUA cemecTp
3aHATUA
OuHasn
dopma 4 8 180 5 86.5 34 18 0 16 93.5 8
0byyeHus
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CopeprKaHne AUCUUNIUHDI

OuHana ¢opma obyuyeHus

Koa TpyaoemKocTb,
HanmeHoBaHMe Tem 3aHATUM aKa4eMUYECKNX
3aHATMA 4acoB
Paspen 1 «<MKC Kak cpepa ana o6paboTkn, XxpaHeHUa U nepegayu 26.00
MHPopmauun»
JleKuuun
nil Llenn n 3agaum Kypca 0.50
ni.2 MKC Kak cpega ana obpaboTKM, XpaHeHMAa U nepenayu 1.00
MHPopMauuUm '
ni3 MusHeHHbIN unkn UKC 0.25
nia MoHATMe 3KcnayaTaunmoHHoM 6e3onacHoCTH 0.25
NabopaTopHblie 3aHATUA
P1.1 YcTaHOBKA UM KOHOUrypmposaHue KomnoHeHToB DLP 4.00
cMcTEMBI
CamocronATenbHan pabora
Ci1.1 MKC Kak cpega ana obpaboTKM, XpaHeHMAa U nepenayu 200
nHbopmauum (npopaboTka matepuranos nekuum /11.2) '
C1.2 N3yyeHne pokymeHTaumm InfoWatch TM (noarotoBKa K
o 10.00
nabopartopHou pabote P1.1)
KoHTaKTHaA BHeayauUTOpHasa pabora
KBP1.1 KoHTaKTHaa BHeayguTopHas paboTa 8.00
Pasgen 2 «Apxutektypa 6esonacHoct SIMBOC» 26.00
JleKuuun
n2.1 PacnpegeneHne mexaHM3mMOB M ycayr 6e30macHOCTM Mo
1.00
YPOBHAM apxuTeKTypbl SMBOC
n2.2 MpUHUMNbI apXMTEKTYpPbl 6e3onacHOCTU ceTn NHTepHeT 1.00
NabopartopHble 3aHATUA
P2.1 ‘ MN3yyeHune cTpyKTypbl InfoWatch TM n DM 4.00
CamocroaTtenbHasa pabora
C2.1 N3yyeHne pokymeHTaumm InfoWatch TM (noarotoBka K
o 8.00
nabopatopHoit pabote P2.1)
C2.2 ApXuUTeKTypa 6e3onacHocTH OMBOC (npopaboTka
4.00
martepwuanos nekunun 12.1 - 12.2)
KoHTaKTHaA BHeayauTOpHasa pabora
KBP2.1 ‘ KoHTaKTHan BHeaygMTopHana paboTa 8.00
Paspen 3 «YA3BMMOCTU, aTaku U nocnencrena atak Ha UKC» 39.00
Nekuun
n3.1 Yrpo3bl yA3BMMOCTEM U YPOBHM 3aLLUNTbI (3aLWMLLEHHOCTH) 1.00
Nn3.2 Craguu peanmsaymm aTakm 1.00
n3.3 MopaenvpoBaHue ys3BMMOCTEN peanmsaumm u atak 1.00
n3.4 KU3HEHHbBIN LMKA TUNOBOW MHPOPMALMOHHbIE aTakKW Ha
0.50
pecypcbl MKC
Nn3.5 MeTpukn 3awmtbl CVSS (Common Vulnerability Scoring 0.50

System)
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N3.6 \ ObecneyeHwne besonacHoctun ceten OKC-7 2.00
NabopaTopHblie 3aHATUA
P3.1 TexHONOrMm areHTCKoro moHuTopuHra 8 InfoWatchn TM 2.00
P3.2 MexaHM3Mbl AMAarHOCTUKKM areHTa, noaxoAabl K 3aluTe 200
areHTa InfoWatch DM '
CamocrosaTenbHas pabora
C3.1 N3yyeHne pokymeHTaumm InfoWatch TM (noarotoBKa K 6.00
nabopatopHbim pabotam P3.1 1 P3.2) '
C3.2 MeToamka pacyeta meTpuk CVSS 2.0 n 3.0 (npopaboTKa 5.00
maTtepuanos nekumm /13.5) '
C3.3 CTagnmn KM3HEHHOTro UMKAa MHOOPMALMOHHOM aTaKM Ha
3.00
pecypcbl MKC (npopaboTka maTtepuanos nekuuu /13.4)
C3.4 Cragun peanusaumm aTakn (npopaboTtka maTepuanos 3.00
nexkumum N13.2 - N13.3) '
KoHTaKTHaA BHeayauUTOpHaa pabora
KBP3.1 ‘ KoHTaKTHaa BHeayguTopHas paboTa 12.00
Pasgen 4 «MoaenmpoBaHMe NapameTpPoOB U XapaKTepPUCTUK 16.00
6e3onacHocTU»
NeKuuun
na.1 MogenuposaHue napameTpos 7 XapaKTEPUCTUK 1.00
6e3onacHoCTH '
na.2 Yrpo3a 6e30nacHOCTM Kak 06BEKT MOAENNPOBAHUA 1.00
na.3 MapKoBcKas moaesb yrpo3bl 6e3onacHocTH 0.50
na.a OueHKa aKTya/sIbHOCTM Yyrpo3 aTak 1.00
na.s @OyYHKUMOHANbHAA MOAENb NOTEHLMAIbHOTO HapyLWMTENSA 0.50
CamocroaTtenbHasa pabora
C4.1 Yrpo3a 6e30MacHOCTM KaK OOBEKT MOAEenMpoBaHUS
. 2.00
(npopaboTka matepuanos nekuuii 14.1 - 4.5)
C4.2 @OYHKUMOHANbHAA MoAeNlb MOTEeHUMANbHOr0 HapywuTtena 200
(npopaboTka matepuanos nekuum /14.5) '
KoHTaKTHaA BHeayauTopHana paboTa
KBP4.1 ‘ KoHTaKTHas BHeayaMTopHana paboTa 8.00
Pasgen 5 «Cuctema 3awmtbl MHGOPMaAL MM KaK OCHOBA 6e30nacHoro
46.00
¢$yHKUMOoHuposaHua UC »
Jlekuum
N5.1 KoHuenuua obecnevenua Ub 0.50
N5.2 OcHoBHble ¢yHKUMK C3U 0.25
N5.3 CpepactBa obecneveHns Ub 0.50
Nn5.4 Cny»x6bl obecnevyeHns MHGOPMaLMOHHOM Be3onacHOCTH 0.50
N5.5 YuacTtHukm obecneyveHma Ub 0.25
N5.6 basoBble TexHonorMnm obecneyeHna WMHOOPMALNOHHOM 500
6e3onacHoCcTH '
NabopaTopHbie 3aHATUA
P5.1 Pa3paboTka NONNTUK 6e3onacHocTH B cucrteme
KOPNOPATUBHOM 3aWuTbl MHPOPMALUM OT BHYTPEHHMUX 4.00
yrpos
CamocroaTtenbHas pabora
Cs5.1 ‘ N3yuyeHne pokymeHTaumm InfoWatch TM (noarotoBKa K 12.00
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nabopartopHou pabote P5.1)
C5.2 OcHoBbl  ayTeHTUdMKaumm  (npopaboTka maTepuanos
4.00
nekumm /15.6)
C5.3 TexHONOrMA MeKCEeTeBOro 3KpaHWpoBaHMA (NpopaboTKa 4.00
martepuanos nekumm J15.6) '
C5.4 KoHuenuua obecneyeHns WUB (npopaboTka maTepuanos 4.00
nexkuwnin N15.1 - N15.4) '
KoHTaKTHaA BHeayauTOpHas pabora
KBP5.1 ‘ KoHTaKTHaa BHeayauTopHas paboTa 14.00
Pasgen 6 «MoArotoBKa U NPOXOXKAEHUE NPOMEXKYTOYHOM aTTecTauum» 27.00
26.1 MoarotoBKa K caave sk3ameHa 24.50
KBP6.1 KoHcynbTauma nepes sk3ameHom 2.00
KBP6.2 Cpaaya sKk3ameHa 0.50
nToro 180.00

CopeprkaHme AUCLMNANHBI SAaHHOM paboyelt Nporpammbl UCNOIb3yeTcs Npu obyveHun
no WHAMBMAYANbHOMY y4ebHOMY n/aHy, NPU YCKOPEHHOM OB6y4yeHuu, npu MNPUMEHEHUU
ANCTaHUMOHHbIX 06pa30BaTENbHbIX TEXHONOMMIM U 31EKTPOHHOM 0By4YeHUM (NpKU HannMumm).
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MeToguueckue yKkasaHua anAa ob6yyalowmxca no 0CBOEHUIO AUCLUNUHDI

YcnewHoe o0OcCBOeHME AMCUMMNIMHBI NpeanonaraeT aKTUBHOE, TBOPYECKOEe YyyacTue
obyuatouleroca Ha Bcex 3Tamnax ee OCBOEHMA NMyTem MJIaHOMEpPHOM, NoBCceaHEeBHOM paboThbl.
Obyuatowmiica obs3aH nocewaTtb JIEKUUM, CEMUHAPCKUE, NpaKTU4eckme M nabopatopHble
3aHATMA (MPM  MX HaAAWYMKM), NOAYY4aTb KOHCY/NbTaUMKM MpenogasaTtena M BbINOJHATL
camocToAaTeNbHYyto paboTy.

M3yyeHMe AucuMNAWHBLI cnedyeT HayMHatb C nNpopaboTKM HactoAwen pabouei
NPOrpammbl, METOANYECKMX YKa3aHWM W pas3paboToK, yKasaHHbIXx B nporpamme, ocoboe
BHMMaHMeE yAeNnnTb Lenam, 3a4a4am, CTPYKTYPE U COAePKAHNIO AUCLUNINHDI.

lNaBHOM 3ap3a4elt KaXKAOW NEeKUUN ABNAETCA PACKPbITUE CYLWLHOCTM TEMbI U aHaNu3 ee
OCHOBHbIX MOJIOXKEHUI. TemaTuKa NeKuMin onpepenseTca HactoAwen pabodyelt nporpammoit
ANCUMNANHBI.

JleKumm — 3TO CUCTEMATMYECKOE YCTHOE W3/I0XKeHWe yyebHoro matepuana. Ha Hux
obyyatowmmnca nosy4aeT OCHOBHOM 06bem MHOOPMALMU MO KaxKOOM KOHKPETHOW Teme.
Nekumm 0bbIYHO HOCAT NPOBAEMHDIN XapaKTep U HaLeNeHbl Ha OcBelLleHMe Hanbonee TpPyAHbIX
N ANCKYCCUOHHBIX BONPOCOB.

Mpeanonaraetcs, 4To obyyalowmeca nNPUXOAAT Ha  NeKuuKn, npeaBapuUTeNbHO
npopaboTaB COOTBETCTBYIOWMI Yy4yebHbIM MaTepuan no WMCTOYHMKAM, PEKOMEHAOBAHHbLIM
nporpammoii. Yacto oby4yarowmmcs TPyAHO pa3obpaTbca C ANCKYCCUMOHHbIMM BOMPOCAMM, AaTb
O4HO3HAYHbIM oTBeT. [penogasaTenb, CPAaBHUBAA PA3/IMYHbIE TOYKWU 3PEHUA, U3NAraeT CBOM
B3rNA4 W HALeNMBAEeT MX Ha AaNbHEWLWMNE UCCNe0BaHMA U NOUCK Hay4yHbIX peweHui. Mocne
NEeKLMU KenaTesibHO BEYEPOM MepeymTaTb M 3aKPEenUTb MOAYyYeHHY WMHPOpmaumio, Toraa
3¢ PEKTUBHOCTb €€ YCBOEHMA 3HAUUTENbHO BO3pacTaeT. lpu paboTe € KOHCNEKTOM NeKLMM
Heobxo4MMO OTMEeTUTb MaTepuan, KOTOpPbIA Bbi3blBaeT 3aTPyAHEHWA AAs8 NOHUMaHWUSA,
nonbITaTbCA HAWTWU OTBETbl Ha 3aTpyAHWUTE/IbHble BOMPOCHI, WMCNO/b3yA MNpeasiaraemyto
nutepatypy. Ecnm camoctoAaTenbHo He yaanocb pasobpaTbca B maTepuane, chopmynmpymte
BONPOCHI U 06paTUTECh 33 MOMOLLBIO K MpenogasaTento.

Llenbto ceMMHapCKMX 3aHATUI ABNAETCA NPOBEPKA YPOBHA NOHMMaHMA obyyatowmmumncs
BOMPOCOB, PAaCCMOTPEHHbIX Ha IEKLMAX U B y4ebOHOM nnuTepaTtype.

Lenbto npaKTMYeCcKMXx U NabopaTopHbIX 3aHATUIN ABnAeTca GOpMUpOBaHME Y
06yyYaloLWMXCA YMEHMUIA U HABbIKOB MPUMEHEHMA TEOPETUYECKUX 3HAHUIM B PeasibHOM NPaKTUKe
pelleHna 3a4a4; BOCNOAHEeHMe Npobenos B NPOMAEHHON TeOPeTUYECKOM YacTuM Kypca.

CeMHWHapcKKe, NpaKkTUYecKne 1 1abopaTopHbie 3aHATMA B PAaBHOW Mepe HanpaB/ieHbl Ha
COBEpPLUEHCTBOBAHME MHAMBMAYA/bHbIX HABbIKOB pPELIEHUA TEOPEeTUYECKUX WU MPUKAALHbIX
3a/a4, BblpabOTKy HaBbIKOB MHTENNEKTyaNbHON pPaboTbl, a TaKkKe BefeHUA AUCKyccui. Ons
YCNELWHOro y4acTua B CEMMHAPCKMX, NPAKTUYECKUX U 1aBOPATOPHbIX 3aHATUAX 0byYatoLLemyca
cnepyeT TWATENbHO NOAFOTOBUTLCA.

OcHoBHOM ¢GOpMOM MNOArOTOBKM 0OyYaloWMXCA K NpakTU4eckum (nabopaTopHbim)
3aHATMAM ABAAETCA CamocToATesNbHAaA pabota c yyebHO-MeToAMYECKMMW MaTepuanamm,
Hay4YHOW NUTepPaTypoi, CTaTUCTUYECKMMM AAaHHbIMU U T.N.

MN3yumB KOHKPETHYIO TeMY, 0BYYatOLWMINCA MOXKET ONpPeaeNUTb, HACKO/IbKO XOPOLIO OH B
Hel pa3obpanca. Ecan Kakme-To MOMEHTbI OCTa/IMCb HEMOHATHLIMM, LLesnecoobpasHo COCTaBUTb
CMWCOK BOMPOCOB M Ha 3aHATMM 3aAaTb UX npenogasaTento. lMpaKkTuyeckne (nabopaTopHble)
3aHATMA NPefoCTaBAAOT 0byyalowemycs BO3MOXHOCTb TBOPYECKM PACKPbLITHCA, NPOABUTH
WHULMATUBY N Pa3BUTb HaBblKM NYOGANYHOIO BeAEHMA AUCKYCCUA N OOLLEHMA.

CamocTtoATenbHasa paborta obyvatowmxca BKAOYaeT B cebA BbINONHEHME Pa3/IMYHOIO
poaa 3agaHui  (M3yyeHMe y4yebHOM WM HAy4yHOM NMTepaTypbl, MATEPUANoB NEKLUMN,
CUCTEMATM3AUMIO MPOYMTAHHOrO MaTepuana, NoAroTOBKY KOHTPO/IbHOM paboTbl, peweHue
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3afa4y, NOAroTOBKA AOKNAA0B, HanucaHue pedepatos, Ny6AMKALMA TE3NCOB, HayYHbIX CTaTEN,
NOAroTOBKa M 3aliMTa KypcoBoi paboTbl / NpoeKkTa M Apyrue), KOTopble OPUEHTMPOBAHbI Ha
rnyboKoe ycBoeHWe matepuana nsyvyaemom ANCUMNAnHbI.

Oby4yarowmmcs peKoMeHAyeTCcA CUCTEMATMYECKM OTBOAMTb BpPemMA ANA MNOBTOPEHUA
NpPonAEeHHOro maTepurana, NPOBEPAA CBOM 3HAHWUA, YMEHUA U HABBIKM.

BHYTpeHHAA cMCTemMa OLLEHKM KayecTBa OCBOEHWUA OUCLMMNAWHLI BKAKOYAET BXOAHOM
KOHTPO/Nb YPOBHA MNOArOTOB/NIEHHOCTU OOYYAOWMXCA, TEKYLWMA KOHTPO/Ib YCNEeBaeMoCTH,
NPOMENKYTOUYHYIO  aTTecTauuio, HANpPaBNEHHYI Ha OUEeHMBAHWE MNPOMENKYTOUYHbIX U
OKOHYaTe/IbHbIX Pe3y/IbTaTOB 0Oy4YeHUsA NO AUCUUNANHE (B TOM YMCe Pe3ybTaTOB KYpCoOBOro
NPOEKTUPOBAHUSA (BbINONHEHWA KYPCOBbLIX PAbOT) NpU HaAU4UK).

Mpn npoBeseHWM NPOMENKYTOUYHOM aTTecTauum  obyyatoweroca  y4uTbiBatOTCA
pe3ynbTaTbl TEKYLLETO KOHTPOA, MPOBOANUMOrO B TE4EHME OCBOEHUA ANCLMM/IUHBI.

Mpoueaypa OUEHMBAHWA pPe3yNbTaTOB OCBOEHMA AUCUMMAMHBI OCYLLECTBAAETCA Ha
OCHOBE AelCTBYIOLWMX /IOKaIbHbIX HOPMaTUBHbIX akToB PTBEQY BO «BATCKMIN rocy4apCcTBEHHbIN
YHUBEPCUTET», C KOTOpbIMM oOby4yarowmecs O03HAKAM/IMBAKOTCA Ha oduuManbHOM cante
yHMBEpPCUTETA WWW.Vyatsu.ru.
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YuyebHO-meToaMuecKoe obecneueHne gUCLUNAUHDI, B TOM Yncne yuebHo-
meToguvecKkoe obecneueHne camocTosaTeNlbHOM paboTbl obyyatoweroca no
AucumnauvHe

Yye6Hasa nutepatypa (ocHoBHas)

1) CmupHoBa, E. B. TexHonormmn cospemeHHblx ceteit Ethernet. MeTogbl KommyTauum m
yrnpaBAeHUs NOTOKaMM AaHHbIX : y4eb. nocobue / E. B. CmupHoBa, M. B. Ko3uk ; pea. b.
B. Koctpos. - CM6. : BXB-NeTtepbypr, 2012. - 271, [1] c. - bubanorp. B KOHLe KH. - ISBN
978-5-9775-0831-5 : 293.00 p. - TeKCT : HENOCPEACTBEHHDIN.

2) BacuH, Hukona Hukonaesmy. OCHOBbI CETEBbIX TEXHONOMMNI HAa 6aze KOMMYTaTOPOB
M MaplpyTusatopoB : y4eb. nocobue / H. H. BacuH. - MockBa : UHTEpHET-YH-T
NHpopm. TexHonoruii : buHom. JlabopaTtopua 3HaHui, 2011. - 270 c. : un., Tabn. -
(OcHoBbI MHPOPMALMOHHBIX TexHonoruin). - bubnuorp.: c. 253. - ISBN 978-5-9963-
0489-9 : 287.50 p. - TeKCT : HENOCPEACTBEHHbIN.

3) FpunbyHuH, Baanum MeHHagbeBudy. KomniekcHasa cuctema 3almtbl MHGoOpMaLumMmn Ha
npeanpuAaTMn : y4yeb. nocobue ANA CTYAEHTOB BbICWIUX Y4ebHbIX 3aBedeHui,
obyyawowmxca no cneyuanbHocTam  "OpraHusaumss W TEXHONOTMA  3aLUMUTbI
nudopmaummn”, "KomnnekcHaa 3awmta OOBEKTOB MHPOpmaTM3aUMKM" Hanpas/ieHUs
noarotoskn "MHpopmaumoHHaa 6esonacHoctb" / B. I'. FTpnubyHuH, B. B. Yya0BCKUNA. -
M. : Akagemua, 2009. - 411, [1] c. : wn. ; 22. - (Bbicwwee npodeccmoHanbHoe
obpasoBaHue. MHbopmauyoHHan 6esonacHocTb) (YyuebHoe nocobue). - Bubavorp.: c.
403-406 (52 HasB.). - 2500 3k3. - ISBN 978-5-7695-5448-3 : 425.70 p. - TeKcT :
HEenocCpeCTBEHHbIN.

4) boHpapes, E. C. 3awmTa KOMNbOTEPHON MHPOPMaumu : yd4ebHoe nocobue / E. C.
boHgapes, B. M. Bactokos, 1. P. Ipywesckmin, O. B. CKynabuHa. - CaHKT-leTepbypr :
BITY "BoeHmex" um. A.®. YctnHosa, 2019. - 146 c. - ISBN 978-5-907054-82-0 : b. u,. -
URL: https://e.lanbook.com/book/157086 (maTta obpaweHus: 15.05.2020). - Pexkum
poctyna: 3bC JlaHb. - TEKCT : 3NEKTPOHHbIN.

5) Boratbipes, Bnagummnp AHatonbesudy. MHGOPMaALMOHHbIE CUCTEMbI U TEXHONOTUN.
Teopua HagexHocTM : YuebHoe nocobue ansa By3os / B. A. boratbipeB. - MockBa :
KOpaiT, 2020. - 318 c. - (Bbicwee obpasoBaHue). - ISBN 978-5-534-00475-5 : 769.00 p. -
URL: https://urait.ru/bcode/451108 (aaTta obpauwieHma: 08.05.2020). - Pexkum goctyna:
Ob6pasoBaTtenbHan nnatdopma KOpaiT. - TEKCT : 3/IEKTPOHHDbIN.

6) lonukos, A. M. 3awmTta MHPpopmMmaunmn B MHPOKOMMYHMKALMOHHBIX CUCTEMAX U CETAX
: yyebHoe nocobue / A.M. FonnKoB. - TOMCK : TOMCKUI rocyAapCTBEHHbI YHUBEPCUTET
cucTem  ynpasfieHMA W pagmoanekTpoHukn, 2015, - 284 c¢. - b. u. - URL:
http://biblioclub.ru/index.php?page=book&id=480637/ (nata obpauieHua:
24.03.2020). - Pexxum poctyna: 36C YHusepcutetckaa 6ubnmoreka ONLINE. - TekcT :
3/IEKTPOHHbIN.

7) Netposckuin, B. WU. MpUHUMNObI NOCTPOEHUA CUCTEMbI 3aliUTbl MHPOpPMaUMKN Ha
NPeanpuUATMAX pPasNMYHbiX Gopm cobcTBeHHOCTM : ydyebHoe nocobue / B. W.
MeTpoBckun. - KasaHb : KHUTY-KAW, 2016. - 512 c. - ISBN 978-5-7579-2150-1 : b. u,. -
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URL: https://e.lanbook.com/book/149575 (paTta obpauieHusa: 15.05.2020). - Pexxkum
foctyna: 3bC J1aHb. - TEKCT : 3N1EeKTPOHHbIMN.

8) MenbHuKkoB, Bnagumup Masnosud. UHPopmaumoHHas 6e3onacHOCTb M 3alimTa
nHbopmaumm : y4yeb. nocobume pgnAa cryg. By3oB, obyuyalowmxca nNo  cred.
"HpopmaLMOoHHbIe cucTemMbl 1 TexHonornn" / B. M. MenbHukos, C. A. KneiimeHos, A.
M. MeTpakoB ; nog pea. C. A. KneiMmeHosa. - 6-e u3g,., ctep. - M. : Akagemus, 2012. -
336 c. - (Bbicwee npodeccnoHanbHoe obpasoBaHue. MHGopMaTMKa M BblUMCAUTENbHASA
TeXHWKa). - bubnmorp.: c. 327-328. - ISBN 978-5-7695-9222-5 : 422.40 p. - TeKcT :
HenocpeaCcTBEHHbIN.

9) Mantok, A. A. Teopua 3awutbl nHbopmauumn / A.A. Mantok. - Mocksa : [opsuan
nHna - Tenekom, 2012. - 184 c. - ISBN 978-5-9912-0246-6 : b. u. - URL:
http://biblioclub.ru/index.php?page=book&id=253553/ (nata obpauieHua:
24.03.2020). - Pexxum poctyna: 36C YHusepcutetckaa 6ubnmnoreka ONLINE. - TekcT :
3NIEKTPOHHDbIN.

10) WaHbruH, Bnagumup Pepoposuy. KomnneKkcHas 3awuTta uMHPopmaumm B
KOpPNopaTMBHbIX cucTemax : y4yeb. nocobue pAna CTYAEHTOB BbICWMX Y4ebHbIX
3aBefeHuin, obyyatowmxca no  HanpasneHuo 230100 "MHdopmatmka  m
BbluMCAUTENbHAA TexHKa" / B. . LUaHbruH. - M. : dopym : UHOPA-M, 2010. - 591 c. :
un. ; 24. - (Boicuee obpasoBaHue). - NMpeam. ykas.: c. 574-584. - bubnuorp.: c. 568-573.
- ISBN 978-5-8199-0411-4 ®OPYM. - ISBN 978-5-16-003746-2 MHDPA-M : 509.60 p. -
TeKCT : HenocpeaCTBEHHbIN.

Yue6Hasa nutepartypa (AononHUTeNbHasn)

1) Cuctembl 3awmTbl MHPOPMaUMM B BeaylMX 3apyberkHbiX CcTpaHax : y4yebHoe
nocobue ana sysos / B.U. AsepyeHkoB, M.IO. PobitoB, I.B. KoHapawwuH, M.B.
PynaHoBckui. - 4-e u3g,., ctep. - Mocksa : M3patenbctBo «®anHTtay, 2016. - 224 c. -
(OpraHmsauua u TexHosorua 3awmTbl MHGopmaumu). - bubnuvorp.: c. 192-193. - ISBN
978-5-9765-1274-0 : b. u. - URL: http://biblioclub.ru/index.php?page=book&id=93351/
(naTa obpauweHns: 24.03.2020). - Pexxmum goctyna: I6C YHuBepcuteTckas bubnmorteka
ONLINE. - TeKCT : 3N1eKTPOHHbIN.

2) Apxkemos, AnekcaHap Cepreesuny. Cuctema curHanmsaumm OKC N7 / A. C. Aaykemos,
A. E. Kyyepssbiit. - M. : Paguno m cBasb, 2002. - 368 c. : uAa. - bubawnorp.: c. 353. - ISBN 5-
256-0634-2 : 257.40 p. - TeKcT : HENOCPeACTBEHHbIN.

3) ObuekaHanbHaa curHanmsauma OKC Ne7 : meToa. yKka3aHue K nabop. paborte no
Kypcy "ATC ropoacKkux n cenbckunx cetei ceasu" / Batly, ®MNMT, ka¢p.P3C ; cocT. A. E.
Mpo3sopos. - Kupos : Batly, 2009. - x. - b. u. - URL: https://lib.vyatsu.ru. - Pexxum
AOCTyna: Ans aBTOPU3. NONb30BaTENEN. - TEKCT : 3/IEKTPOHHbIN.

4) CkpunHuk, O. A. Obuwme BONPOCbI TEXHWMYECKOW 3alWmTbl MHbopmauun / [.A.
CKpUMHUK. - 2-e n3A., ucnp. - MockBa : HaunoHanbHblt OTKpbITbIN YHUBEPCUTET
«UHTYUT», 2016. - 425 c. - b. U, - URL:
http://biblioclub.ru/index.php?page=book&id=429070/ (mata obpaleHun:
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24.03.2020). - Pexxum poctyna: 36C Yuusepcutetckaa 6ubnmnoreka ONLINE. - TekcT :
3/IEKTPOHHbIN.

5) NeTpeHko, B. N. TeopeTuyeckme 0CHOBbI 3alLUTbI MHGOPMaLUK : yuebHoe nocobue /
B.U. TMetpeHKko. - Cragpononb : CKo®Y, 2015. - 222 c¢. - b. uy - URL
http://biblioclub.ru/index.php?page=book&id=458204/ (mata obpaleHus:
24.03.2020). - Pexkum goctyna: 36C YHuBepcuTeTckas bubnmoteka ONLINE. - Tekcr :
3/IEKTPOHHbIN.

6) 3aruHaiinos, 0. H. Teopua uHdOpmauMOHHON 6e30MacHOCTU M MEeToA0N0rUA
3alWmMTbl MHGOPMauuK : yuebHoe nocobue / t0.H. 3arnHainos. - M.|bepavH : OupeKT-
Megmna, 2015. - 253 c. - |ISBN 978-5-4475-3946-7 : b. u. - URL
http://biblioclub.ru/index.php?page=book&id=276557/ (nata obpauieHua:
24.03.2020). - Pexxum goctyna: I6C YHuBepcuteTckas bubanoreka ONLINE. - TeKcr :
3/IEKTPOHHbIN.

dneKTpOoHHble 06pa3oBaTenbHble pecypcbl

1) MopTtan AUCTaHUMOHHOrO o0byyeHua BaTlY [aneKTpoHHbIM pecypc] / - Pexum
poctyna: http://mooc.do-kirov.ru/

2) Pasgen oduuymanbHoro canta BatlY, cogeprkawmii onvcaHume obpasoBaTenbHOM
nporpammbl [3NeKTPOHHbIN pecypc] / - Perxmm foctyna:
https://www.vyatsu.ru/php/programms/eduPrograms.php?Program |D=3-10.05.02.01
3) /IN4HbIN KabMHeT cTyaeHTa Ha oduLManbHOM caiTe BATlY [aneKkTpoHHbIN pecypc] / -
Pexum poctyna: https://new.vyatsu.ru/account/

4) EpMHOoe OKHO AoCTyna K obpasoBaTenbHbIM pecypcam http://window.edu.ru/

dneKTpoHHble 6ubnnoTeyHblie cuctemnbl (I6C)

* 3B6C «Hay4yHas aneKkTpoHHan 6ubnmoteka eLIBRARY» (http://elibrary.ru/defaultx.asp)
* 36C «M3patenbctBa SlaHb» (http://e.lanbook.com/)

* 3b6C «YHuBepcuteTckaa bubanoteka online» (www.biblioclub.ru)

® BHYTPEHHSAA 3/1eKTPOHHO-6nbanoTeyHan cuctema Batly (http://lib.vyatsu.ru/)

e 3BC «lOPAWT (https://urait.ru)

CoBpemeHHble npodeccMoHanbHble 6a3bl AaHHbIX U UHHOPMALMOHHDbIE CNPABOYHbIE
cucTembl

e TAPAHT

e KoHcynbTaHTlAOC

e TexakcnepT: Hopmbl, Npasuaa, CTaH4apThI

e PocnateHT (https://www1.fips.ru/elektronnye-servisy/informatsionno-poiskovaya-

sistema)

e Web of Science® (http://webofscience.com)
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MarTepuanbHoO-TeXHU4YecKoe obecneueHne AUCLUNAUHDI

LemoHcTpaumoHHoe o6opyaoBaHue

MepeyeHb Ucnonb3yemoro o6opyaoBaHus

NWHTEPAKTUBHAA OOCKA SMART BOARD 480V CO BCTPOEHHbIM TPOEKTOPOM V25 C
KABEJIEM VGA 15,2M C-GM/GM-50

CneuunanusmpoBaHHoe o6opyaoBaHue

MepeyeHb UCMONb3yeMoro obopyaoBaHus

KOMMYTATOP Catalyst 2960 24

MAPLLUPYTU3ATOP C1921

MAPLLUPYTU3ATOP Cisco 2901

MEPCOHA/IbHbIN KOMMBIOTEP ICL SafeRay S251.Mi (MOHOBJ/10K)

TOYKA BECIMPOBOAHOIO AOCTYNA J1BC Cisco AIRONET 1600

LUKA® TENNEKOMMYHUKALMOHHbIM HANO/IbHbIV 19" (600x1020x2030)

YuyebHo-HarnagHoe nocobue

MepeyeHb UCMONb3yeMoro ob6opyaoBaHuUs

MEXCETEBOW 3KPAH Cisco ASA 5505
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MepeuyeHb MHHOPMALMOHHBIX TEXHONOMUIA, UCMONb3YEMbIX NPU OCyLLECTBAEHUN 06pa3oBaTeNbHOro Nnpouecca no
AUCUUNAUHE, B TOM UMCIE NNLEH3UOHHOE M cBo6oaHO pacnpocTpaHaemoe MO (BKatouasa MO oTeuecTBEHHOro NPoOMU3BOACTBA)

Ne | HaumeHoBaHue MO KpaTKaa xapaKTepuCTUKa Ha3HavyeHua MO
n.n
1 MporpammHaa cuctema C  moaynamu  Ana | NMporpammHbIA KOMMAEKC ANA NPOBEPKM TEKCTOB Ha MNpeaMeT 3aMMCTBOBaAHMA U3
06HaApPYKEHUA TEKCTOBbIX 3aMMCTBOBAHWUM B y4eOHbIX | MHTEPHET-UCTOYHMKOB, B KONNEKUMM AuccepTauma u asTopedepatoB Poccuickomn
N Hay4HbIX paboTax «AHTUNAArnaT.BY3» rocyaapctseHHon  6ubnnotekn  (PFB) M KOANeKUMM  HOPMATUBHO-MPaBOBOW
OOKymeHTaumu LEXPRO
2 Microsoft Office 365 ProPlusEdu ALNG SubsVL MVL | Habop Beb6-cepBrcoB, NpeaocTaBAsAoWmniA A0CTYN K Pa3/IMYHbIM NPOrpaMmMam 1 ycayram
AddOn toOPP Ha ocHoBe nnatdopmbl Microsoft Office, anekTpoHHOM nouTe OM3Hec-KNacca,
bYHKLUMOHany ana obweHna n ynpasaeHna 4OKYMEHTaMum
3 Office Professional Plus 2016 MakeT npuaoxeHun anAa paboTbl C PasAUYHBIMM TUMAMW [OKYMEHTOB: TEKCTaMM,
3/IEKTPOHHbIMM Tabanuamu, 6azamm AaHHbIX, MPE3EHTALMAMM
4 Windows Professional OnepaunoHHasa cuctema
5 Kaspersky Endpoint Security ans 6usHeca AHTUBMPYCHOE NporpammHoe obecneyeHne
6 CnpaBoyHaa npasoBaa cucTtema «KoHcynbTaHT | CNnpaBOYHO-NPaBOBAsA cMCTEMa NO 3aKoHoAATenbCcTBy Poccuinckont Pepepaumnm
Mnoc»
7 DNEKTPOHHbIN Nepuogmdeckmin cnpasodHnk FTAPAHT | CnpaBo4HO-NpaBoBas cMCTeMa NO 3aKoHoAaTenbcTBy Poccuinckon degepauymm
AHanntuk
8 Security Essentials (3awuTHUK Windows) 3awmTa B peume peasibHOro BPeMeHU OT LWMNMOHCKOro NporpammHoro obecnedyeHums,
BUPYCOB.
9 Moi1Odunc CtaHaapTHbIN Habop npunoxeHnit ans paboTbl C 4OKYMEHTAMMK, NOYTOM, KaNeHAAPAMMU U KOHTaKTaMm
Ha KomMmnbtloTepax 1 Beb bpaysepax
10 | 2019 MNPOrPAMMHOE OBECNEYEHUE InfoWatch | CneunannsmpoBaHHoe nnueH3noHHoe MO

Traffic Monitor Education Lab Extended 6eccpouHas
LeH3us Ha 16 cepeepos

O6HOBNEHHbIN CMUCOK NPOrpammHoro

obecneyeHunsa

[aHHOM paboueli nporpammbl HaxoguTca no agpecy:

https://www.vyatsu.ru/php/list it/index.php?op id=93135
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